
Wireguard  

 
 

 

Node A 

 

allowed ips: 192.168.10.0/24, 192.168.222.10/32, 192.168.222.1/32, 192.168.222.20/32, 

192.168.20.0/24 

static route: 192.168.20.0/24 via 192.168.222.20 dev wg0 

  



Node B 

 

allowed ips: 192.168.20.0/24, 192.168.222.20/32, 192.168.222.1/32, 192.168.222.10/32, 

192.168.10.0/24 

static route: 192.168.10.0/24 via 192.168.222.10 dev wg0 

  



Server 
~ # cat /etc/wireguard/wg0.conf 

[Interface] 

Address = 192.168.222.1/24 

SaveConfig = true 

PostUp = iptables -A FORWARD -i %i -j ACCEPT; iptables -A FORWARD -o 

%i -j ACCEPT; iptables -t nat -A POSTROUTING -o wg0 -j MASQUERADE 

PostDown = iptables -D FORWARD -i %i -j ACCEPT; iptables -D FORWARD 

-o %i -j ACCEPT; iptables -t nat -D POSTROUTING -o wg0 -j MASQUERADE 

ListenPort = 

PrivateKey = 

 

[Peer] 

PublicKey =  

AllowedIPs = 192.168.222.10/32, 192.168.10.0/24 

 

[Peer] 

PublicKey = 

AllowedIPs = 192.168.222.20/32, 192.168.20.0/24 


