Wireguard

Node A

Interfaces » WG0

General Ssttings

LAN A
192.168.10.0/24

aseb4-encoded private key for this interface

© Optional. UDP port used for autgoing and Incoming packets

192168 222.1024

© Recommended IP addresses of the WieGuard lnterface

IP: 192.168.10.1/24
VPN IP: 192.168.222.10/24

ssssss

PublicIP: a.b.c.d
VPN IP: 192.168.222.1/24

LAN B

192.168.20.0/24

Interfaces » WGO

Peers

Furthor information about WireGuard interiaces and paers at wiraguard.com.

Description

Public Key

Presharad Key

Alowd IP5

Raute Allawed IPs

Endpeint Hest

Endpaint Port

Persistent Kesp Akve

@ Optianal. Description of peer.

@ Renuired Basebd-encoded public key of pees.

1P:192.168.20.1/24
VPN IP: 192.168.222.20/24

[ Dstene

. Adds in an additional | ie-key cryptography for post

192 168222 132

192 168222 2032

192 16820.024

@ Regquired P addresses and prefixes thal 1hs peer s allowed 10 use inside the tunnel Usuall the peer’s tunnel 1P
he peer (outes thraugh the tunnel

[m]
© Optanal. Creats routes for Allowsd IPs or s peer.

@ Opsonal. Host of pesr Names are resolved

@ Opsonal Port o pear

%

prior to bringing up th interfacs.

@ Opsional Seconds betwasn keep alive messapes. Defaul is 0 (disabled) Recommended valus ¥ this device is

behind a NAT is 25

allowed ips: 192.168.10.0/24, 192.168.222.10/32, 192.168.222.1/32, 192.168.222.20/32,
192.168.20.0/24

static route: 192.168.20.0/24 via 192.168.222.20 dev wg0



Node B

Interfaces » WGO

Interfaces » WGO

@ Recommended [P addresses of tha WirsGuard interface

Paristnt Kesp Aive (25

allowed ips: 192.168.20.0/24, 192.168.222.20/32, 192.168.222.1/32, 192.168.222.10/32,
192.168.10.0/24

static route: 192.168.10.0/24 via 192.168.222.10 dev wg0



Server
~ # cat /etc/wireguard/wg0O.conf

[Interface]
Address = 192.168.222.1/24
SaveConfig = true

PostUp = iptables -A FORWARD -i %i -j ACCEPT; iptables -A FORWARD -o
%1 -3 ACCEPT; iptables -t nat -A POSTROUTING -o wg0 -j MASQUERADE

PostDown = iptables -D FORWARD -i %i -j ACCEPT; iptables -D FORWARD
-0 %1 —-j ACCEPT; iptables -t nat -D POSTROUTING -o wg0 -j MASQUERADE

ListenPort

PrivateKey

[Peer]
PublicKey =

AllowedIPs

192.168.222.10/32, 192.168.10.0/24

[Peer]
PublicKey =

AllowedIPs

192.168.222.20/32, 192.168.20.0/24



